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DETAILED ACTION 

1 . Claims 1-1 1 have been canceled. 

2. Claims 12-28 have been added. 

3. Claims 12-28 are pending for consideration. 

Information Disclosure Statement 

4. The information disclosure statement (IDS) submitted on 1 1/02/2006 is being 
considered by the examiner. 

Speciffcation 

5. The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1 .75(d)(1) and MPEP § 608.01 (o). Correction 

of the following is required: Applicant fails to provide proper antecedent basis for the 
following terminologies "first checksum and second checksum". 

Claim Rejections - 35 USC § 101 

6. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

7. Claims 12-28 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. 

Claims 12 and 22 recite a method, which is interpreted as a computer program, 
however, the claims fail to assert the program recorded on an appropriate computer- 
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readable medium so as to be structurally and functionally interrelated to the medium 
and permit the function of the descriptive material to be realized. Since a computer 
program is merely a set of instructions capable of being executed by a computer without 
a computer-readable medium needed to realize the computer program's functionality, it 
is regarded as nonstatutory functional descriptive material. See MPEP 2106.01 for 
details. 

The claims 12, 20, 22 and 27 fail to provide a tangible result, and there must be a 
practical application, by either 1) transforming (physical thing) or 2) by having the FINAL 
RESULT (not the steps) achieve or produce a useful (specific, substantial, AND 
credible), concrete (substantially repeatable/non-unpredictable), AND tangible (real 
world/non-abstract) result. 

As per claims 12, 20, 22 and 27, the result of the claims is manipulating 
instructions and manipulating instruction leads to no practical application. Therefore, 
claims 12, 20, 22 and 27 fail to establish a tangible result. Therefore, claims 12, 20, 22 
and 27are directed to non-statutory subject matter. 

The dependent claims are depended on the rejected base claim, and are 
rejected for the same rationales. 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(e) the invention was described in (1) an application for patent, publislied under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

9. Claims 12-28 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Naccache at al. (US 7168065) (hereinafter Naccache). 

Regarding claim 12, Naccache discloses a method for verifying execution of a 
program, wherein the program comprises a first code portion and a second code 
portion, the method comprising: entering the first code portion, wherein the first code 
portion comprises a first plurality of Instructions (Naccache: column 8 lines 35-36); 
executing the first code portion (Naccache: column 8 lines 53-63; and column 9 lines 
18-31); calculating a first checksum during the execution of the first code portion, 
wherein the first checksum is calculated using information associated with at least one 
of the first plurality of instructions (Naccache: column 37-50); comparing the first 
checksum to a first pre-calculated checksum prior to exiting the first code portion 
(Naccache: column 9 line 51 through column 10 line 25); and exiting the first code 
portion and entering the second code portion if the first checksum equals the first pre- 
calculated checksum (Naccache: column 9 line 51 through column 10 line 25). 

Regarding claim 13, Naccache further discloses entering the second code 
portion, wherein the second code portion comprises a second plurality of Instructions; 
executing the second code portion; calculating a second checksum during the execution 
of the second code portion, wherein the second checksum is calculated using 
information associated with at least one of the second plurality of instructions; 
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comparing the second checksum to a second pre-calculated checl^sum prior to exiting 
the second code portion; and exiting the second code portion if the first checl<sum 
equals the first pre-calculated checksum (Naccache: column 1 1 lines 1 1 through column 
12 line 9). 

Regarding claim 14, Naccache further discloses detecting an anomaly If the first 
checksum equals the first pre-calculated checksum (Naccache: column 12 lines 6-9). 

Regarding claim 15, Naccache further discloses wherein a last instruction in the 
first plurality of instructions to be executed prior to exiting the first code portion is 
modified to performing comparing the first checksum to a first pre-calculated checksum 
(Naccache: column 12 lines 10-45). 

Regarding claim 16, Naccache further discloses wherein comparing the first 
checksum to a first pre-calculated checksum is performed after all of the first plurality of 
Instructions have been executed (Naccache: column 11 lines 11 through column 12 line 
9). 

Regarding claim 17, Naccache further discloses wherein the information 
associated with the at least one of the first plurality of instructions comprises at least 
one selected from the group consisting of content of the at least one of the first plurality 
of Instructions, a type of the at least one of the first plurality of Instructions, a function 
performed by the at least one of the first plurality of instructions, and a result generated 
by executing of the at least one of the first plurality of instructions (Naccache: column 1 1 
lines 11 through column 12 line 9). 
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Regarding claim 18, Naccache further discloses wherein the first code portion is 
bounded by at least one pair selected from the group consisting of an entry point and an 
exit point, a first jump address and a second jump address, a first branch jump and a 
second branch jump, a routine call and a corresponding return instruction, entry to 
interruption handling and exit from interruption handling (Naccache: column 11 lines 11 
through column 12 line 9). 

Regarding claim 19, Naccache further discloses wherein the first pre-calculated 
checksum is calculated during compilation of the program (Naccache: column 11 lines 
1 1 through column 12 line 9). 

Regarding claim 20, Naccache discloses an electronic module, comprising: a 
program, comprising a first code portion and a second code portion (Naccache: column 
8 lines 35-36); a first pre-calculated checksum (Naccache: See Abstract section); a 
processor configured to execute the program, wherein executing the program 
comprises: entering the first code portion, wherein the first code portion comprises a 
first plurality of instructions (Naccache: column 8 lines 35-36); executing the first code 
portion (Naccache: column 8 lines 53-63; and column 9 lines 18-31); calculating a first 
checksum during the execution of first code portion, wherein the first checksum is 
calculated using information associated with at least one of the first plurality of 
instructions (Naccache: column 37-5); comparing the first checksum to the first pre- 
calculated checksum prior to exiting the first code portion (Naccache: column 9 line 51 
through column 10 line 25); and exiting the first code portion and entering the second 
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code portion if tine first checksum equals the first pre-calculated checksum (Naccache: 
column 9 line 51 through column 10 line 25). 

Regarding claim 21, Naccache further discloses a card comprising the electronic 
module of claim 20 (Naccache: column 9 lines 5-12). 

Regarding claim 22, Naccache discloses a method for verifying execution of a 
program, wherein the program comprises a first routine and a second routine, the 
method comprising: entering the first routine, wherein the first routine comprises a 
plurality of instructions and each of the plurality of instructions is associated with a value 
(Naccache: column 1 1 lines 17-26); initializing a counter associated with the first 
routine, prior to executing the first routine (Naccache: See figure 4); executing the first 
routine, wherein the counter is incremented by the value associated with each of the 
plurality of instructions executed during the execution of the first routine (Naccache: 
column 11 line 1 1 through column 1 2 line 1 0); comparing a value of the counter to a 
pre-calculated value prior to exiting the first routine (Naccache: column 12 lines 10-45); 
exiting the first routine and entering the second routine if the value of the counter equals 
the pre-calculated value (Naccache: column 11 line 11 through column 12 line 10). 

Regarding claim 23, this claim has limitations that is similar to those of claim 14, 
thus it is rejected with the same rationale applied against claim 14 above. 

Regarding claim 24, Naccache further discloses wherein the first routine 
comprises a first branch and a second branch and wherein the value of the counter 
resulting from executing instructions in the first branch is equal to the value of the 
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counter resulting from executing instructions in the second branch (Naccache: column 
11 line 11 through column 12 line 10). 

Regarding claim 25, Naccache further discloses wherein the value associated 
with each of the plurality of instructions is unique (Naccache: column 1 1 line 1 1 through 
column 12 line 10). 

Regarding claim 26, Naccache further discloses wherein the value associated 
with a first one of the plurality of instructions is the same as the value associated with a 
second one of the plurality of instructions, if a type of the first one of the plurality of 
instructions is the same as a type of the second one of the plurality of instructions 
(Naccache: column 11 line 11 through column 12 line 10). 

Regarding claim 27, Naccache discloses an electronic module, comprising: a 
program, comprising a first routine and a second routine; a value of a first pre-calculated 
counter (Naccache: See figure 4); a processor configured to execute the program, 
wherein executing the program comprises: entering the first routine, wherein the first 
routine comprises a plurality of instructions and each of the plurality of instructions is 
associated with a value (Naccache: column 11 lines 17-26); initializing a counter 
associated with the first routine, prior to executing the first routine (Naccache: column 

1 1 line 1 1 through column 12 line 10); executing the first routine, wherein the counter is 
incremented by the value associated with each of the plurality of instructions executed 
during the execution of the first routine (Naccache: column 1 1 line 1 1 through column 

12 line 10); comparing a value of the counter to a pre-calculated value prior to exiting 
the first routine (Naccache: column 12 lines 10-45); exiting the first routine and entering 
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the second routine if the value of the counter equals the pre-calculated value 
(Naccache: column 11 line 11 through column 12 line 10). 

Regarding claim 28, Naccache further discloses a card comprising the electronic 
module of claim 27 (Naccache: column 9 lines 5-12). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references applied to the claims above for the convenience of the applicant. Although 
the specified citations are representative of the teachings of the art and are applied to 
specific limitations within the individual claim, other passages and figures may apply as 
well. It is respectfully requested from the applicant in preparing responses, to fully 
consider the references in entirety as potentially teaching all or part of the claimed 
invention, as well as the context of the passage as taught by the prior art or disclosed 
by the Examiner. 

In the case of amending the claimed invention, Applicant is respectfully 
requested to indicate the portion(s) of the specification which dictate(s) the structure 
relied on for proper interpretation and also to verify and ascertain the metes and bounds 
of the claimed invention. 
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Any inquiry concerning tliis communication or earlier communications from the 
examiner should be directed to TRANG DOAN whose telephone number is (571)272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status Information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Trang Doan/ 
Examiner, Art Unit 2131 
/Syed Zla/ 

Primary Examiner, Art Unit 2131 



